
Protect Yourself From Education Fraud
HELPFUL TIPS FOR VETERANS TO PROTECT THEIR BENEFITS

One of the most important investments you can make is your education. While your education benefits, such 
as the Post-9/11 GI Bill, can help you further your education and launch an exciting new career, verifying the 
information published by educational institutions is essential. 

During this back-to-school season, the Department of Veterans Affairs (VA) wants to ensure Veterans make 
the best education decisions and receive value for their hard-earned benefits. We encourage Veterans and 
their beneficiaries to know the warning signs of education fraud and proactively prevent fraud.

• Job Scams. Job Boards or Advertisements targeting 
specific demographics may be misleading or fake and 
require personal information or money to get a job. 
You can find free, official information about federal 
jobs at USAJOBS.gov, FedsHiresVets.gov, and 
CareerOneStop.org. Your State’s Department of Labor 
may have job listings, contacts for local job offices, 
and resources for counseling and referrals.

• Student Loan Scams. Educational institutions may 
promise immediate student Loan Forgiveness or debt 
cancellation to entice Veterans to enroll in classes.

• Scholarship Scams. Educational institutions may
“guarantee” Veterans a scholarship in exchange for a 
redemption/processing fee.

• Seminars. Veterans may be promised a scholarship and 
financial aid under the guise of high-pressure sales 
pitches where they feel pressured to pay a fee 
immediately or risk losing the so-called “opportunity.”

• Free Gifts. Veterans may be promised incentives such 
as free laptops, gift cards, or other “freebies” for 
enrolling in courses.

W H A T  A R E  T H E  T Y P E S  O F  S C A M S  T A R G E T I N G  Y O U R  E D U C A T I O N  B E N E F I T S ?

 Choose GI Bill Approved Schools. Use the WEAMS Institution Search Tool to 
find GI Bill approved schools.

 Use the GI Bill Comparison Tool. Compare the benefits you’ll receive at 
different schools.

 Learn about the Principles of Excellence Program. This program requires 
schools that receive federal funding through programs such as the GI Bill to 
follow certain guidelines.

 Check out the National Resource Directory Database. This database provides 
validated resources that support recovery, rehabilitation, and reintegration 
for Service members, Veterans, family members, and caregivers.

 Find schools that take part in the Yellow Ribbon Program. This program can 
help you pay for school costs not covered by the Post-9/11 GI Bill.

Report Suspicious Activity
• To report suspicious activity, contact VA’s Office of Inspector General (OIG).
• File a complaint with Federal Trade Commission (FTC).
• If you miss a VA benefits payment, identify a discrepancy in payments, or find

suspicious activity with your direct deposit account, contact the VA immediately at
1-800-827-1000.

H O W  C A N  Y O U  P R O T E C T  Y O U R  E D U C A T I O N  B E N E F I T S ?

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.consumer.ftc.gov%2Fblog%2F2021%2F06%2Flooking-work-avoid-job-scams&data=05%7C01%7C%7C4f681527f1bf4c5b6b9208db5adcb49e%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638203676190749756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=GoxKfRPPsfJ%2B%2BJbpLOMCnmz4reRQwRK8nBb%2B745JwW0%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.usajobs.gov%2F&data=05%7C01%7C%7C4f681527f1bf4c5b6b9208db5adcb49e%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638203676190749756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=LAu4%2FJE3tiKCBiH4dgDQnfSK1EEx1MCcVFRo3JABgpk%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.fedshirevets.gov%2F&data=05%7C01%7C%7C4f681527f1bf4c5b6b9208db5adcb49e%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638203676190749756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ewdrpdnRlyBB6QheQIDWucbIjR1D14dvuyjPwWC%2BjSI%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.careeronestop.org%2F&data=05%7C01%7C%7C4f681527f1bf4c5b6b9208db5adcb49e%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638203676190749756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=4q%2BE9w3XqIInVJHLHr9h8Y5m03yap9XeZR3vHGSequI%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.dol.gov%2Fagencies%2Fwhd%2Fstate%2Fcontacts%23AL&data=05%7C01%7C%7C4f681527f1bf4c5b6b9208db5adcb49e%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638203676190749756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=2A1xpMUHr476j6y0s35WJDScx13WqANOpJRtpGfJWnI%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.consumerfinance.gov%2Fask-cfpb%2Fhow-do-i-avoid-student-loan-scams-en-2100%2F&data=05%7C01%7C%7C4f681527f1bf4c5b6b9208db5adcb49e%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638203676190749756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=XFI3yoZVf63XpdP5H%2BIIQxft%2FRD0uw7M4cWs%2BnXgNJY%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstudentaid.gov%2Fmanage-loans%2Fforgiveness-cancellation&data=05%7C01%7C%7C4f681527f1bf4c5b6b9208db5adcb49e%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638203676190749756%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=WSkt3ypQcM43Mud2rujLnTHCI2nqikomzSmHtLvTr%2Bc%3D&reserved=0
https://www.va.gov/education/choosing-a-school/
https://inquiry.vba.va.gov/weamspub/buildSearchInstitutionCriteria.do
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.va.gov%2Fgi-bill-comparison-tool&data=05%7C01%7C%7C4f681527f1bf4c5b6b9208db5adcb49e%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638203676190905457%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=LdFcPQGMUeBtbV98fpp1KJo4tekL%2FkVShQatkRrtJ64%3D&reserved=0
https://www.va.gov/education/choosing-a-school/principles-of-excellence/
https://nrd.gov/
https://www.va.gov/education/about-gi-bill-benefits/post-9-11/yellow-ribbon-program/
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.va.gov%2Foig%2Fhotline%2F&data=05%7C01%7C%7C1426e95f44174e94088508dabc5a5d97%7Ce95f1b23abaf45ee821db7ab251ab3bf%7C0%7C0%7C638029393541498652%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=8Ywxp6xEgu9KBCdEbJj8P%2F7USNuPEfqo6YKHbkblhMc%3D&reserved=0
https://reportfraud.ftc.gov/#/
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